
2.0 Integrated IT Governance 
Framework and

Roadmap



• There are a growing number of models and frameworks that address 
one or more aspects of either business and/or IT Governance. There 
are few that integrate the components necessary to plan, develop 
and deploy a comprehensive IT

• Governance Framework and Roadmap to help guide an organization 
process improvement initiatives in this area.

• Some organizations use the COBIT (Control Objectives for Information 
and Related Technologies), but it does not focus on IT/Business 
Alignment or performance or outsourcing and is very control 
oriented.



• Others approach the problem from a security perspective and use ISO 
17799 and ISO 27001 as a framework. Efforts are being made to 
correlate COBIT with ITIL, ISO 17799/ISO27001, CMMI, Prince2, 
PMBOK and other frameworks. Still others focus on strategic sourcing 
and are using ITsqc and the IAOP frameworks

• The integrated IT Governance Framework and Roadmap proposed in 
this section includes the above frameworks plus additional ones that 
are very relevant to improving IT governance maturity and 
effectiveness.



Objectives

• Introduce an Integrated IT Governance Framework and Roadmap

• Provide an overview of select examples of current and emerging 
industry (vendor independent) best practice frameworks, maturity 
models and standards

• Identify the prerequisites for successful IT governance

• Identify the parameters that should determine how much IT 
governance is required



Benefits

of Using an Integrated IT Governance Framework Leveraging Current and Emerging Best 
Practices Models, Frameworks and Standards

• Grounded in industry best practice research and experience

• Improve trust, credibility and confidence

• Overcome vertical silosand avoid re-inventing wheels

• Faster Acceptance  

• Better Resource Utilization (Reduce, contain and/or avoid costs) based on standards

• Improve Customer Satisfaction and Responsiveness

• Common Terminology

• Clear Accountability

• Consistent, Repeatable, End-to-End, Measurable Processes

• Accelerated deployment (do not have to re-invent the wheel)



Integrated IT Governance Framework & Roadmap - Required to Plan, Develop, Deploy & Sustain an 
Effective Governance Policy and Process

• The Integrated Governance Framework consists of a composite of five (5) critical IT governance 
imperatives (which leverage best practicemodels) and address the following work areas: 

- Business Plan and Objectives (Demand Management) 

- IT Plan and Objectives (Demand Management) - IT Plan Execution 
(Execution and Resource Management –includes PM/PMO, ITSMD/ITIL, etc.) 

- Performance Management and Monitoring and Management Controls 

- Strategic Sourcing, Outsourcing and Vendor Management 

- People Development, Learning and Continuous Process Improvement

• For each IT governance imperative, a description of the components are provided as well as the 
deliverables and appropriate best practice model, frameworks and standard references

• An overview of select best practice models critical to IT Governance is provided , Deploy & 
Sustain an Effective Governance Policy and Process





PM Knowledge



PMI’s Organizational Project Management 
Maturity Model (OPM3)

• Overview: PMI’s OPM3 is a guideline comprised of three key elements that 
are intended to help organizations self assess their PM organizational 
capabilities and improve their level of PM maturity. 

• Knowledge Element – Describes organization project management 
maturity, explains why it is important and how maturity can be recognized. 

• Assessment Element - Identifies methods, processes and procedures that 
an organization can use to self-assess its PM maturity. 

• Improvement Element – Provides a process for moving an organization 
from its current level of maturity to higher levels of maturity. OPM3 is not 
an organization certification framework, but represents a continuous 
improvement process.



PMMM (Project Management Maturity Model) – Blends PMI’s PMBOK 9 
knowledge areas with SEI’s CMMI’S 5 (Software Engineering Institute’s 
Capabilities Maturity Model Integrated) levels of maturity and enables 
organizations to self-asses their project management capabilities in the 
PMBOK areas at any given level and focus on identified activities that would 
help to achieve continuous improvements up the PM maturity ladder.

• PMMM represents a 5-level project management maturity model developed 
by PM Solutions, Inc. which integrates: 

• PMI’s PMBOK 9 Knowledge Areas with SEI’s 5 Levels of Maturity : 
– Level 1 – Initial Process 
– Level 2 – Structured Process and Standards
– Level 3 – Organizational Standards and Institutionalized process 
– Level 4 – Managed Process
– Level 5 – Optimized Process 

•



PMMM identifies a well defined and easy to use road map to improve 
organizational PM maturity 

• PMMM enables an organization to assess its project management 
capabilities in the PMBOK knowledge areas at any given level.





Capability Maturity Model Integrated (CMMI)
CMM was developed by the Software Engineering Institute (at Carnegie Mellon 
University) and is a process improvement model, originally developed, and still largely 
used as a framework to guide system and software development efforts and provide a 
method for assessing the capability of contractors (originally for the U.S. Government).

• CMMI, the successor to CMM, is a software and systems engineering process 
improvement model that provides a set of practices that address productivity, 
performance, costs, and overall customer satisfaction. 

• The CMMI roadmap consists of three cycles:

– Entry/Reentry Cycle

– Specifies the actions required to evaluate, adopt and adapt processes for continuous 
improvement and reduction of defects.

– Implementation Cycle

Specifies the action required to create an environment and the infrastructure needed 
for improvement. 

– Process Cycle 

– Specifies the actions required to execute and monitor the processes. 



CMMI process areas consist of 5 maturity levels (See Diagram). 

• CMMI Certification is performed by licensed third party organizations. 

• CMMI is generally pursued by large software development shops or 
vendors supplying software or systems engineering services to public and 
private organizations on-shore or off-shore. 





PRINCE2 (Projects in Controlled Environments)

• PRINCE 2, an enhancement to PRINCE,  was established by CCTA (Central 
Computer Telecommunications Agency). It has become a de facto standard used 
extensively by the UK Government and its vendors to manage IT projects and is 
widely utilized in the private sector, both in the UK and internationally. 

• Key features of PRINCE 2: 

– Focuses on business justification 

– Identifies a defined organization structure and processes for the project 
management team 

– Product (deliverable) based planning approach 

– Emphasis on dividing ( Work breakdown) the project into manageable and 
controllable stages or packages 

– Flexibility to be applied at a level appropriate to the project 

– Used as a standard for UK government systems projects





ISO 9001 (or ISO 9001) and ISO 14000 Overview
• ISO 9001 focuses on quality improvements and reduction of defects in and 
applies to an organization’s overall operations.
ISO 9001: 2000 strives to satisfy customers by continuing to improve the quality 

of an organization’s processes and operations. 
• ISO certification is performed by licensed independent third parties and is 
recognized globally. 
• The ISO 9001 family is primarily concerned with “quality management” This 
means what an organization does to fulfill: 
– The customer’s quality requirements 
– Applicable regulatory requirements 
– Achieve continual improvement of its performance in pursuing these objectives 
• The ISO 14000 family is primarily concerned with “environmental management”.  
This means what an organization does to:
– Minimize harmful effects on the environment caused by its activities
– Achieve continual improvement of its environmental performance



Six Sigma – is about creating accurately predictable output processes that are fully aligned with 
customer demands

• It is an organizational initiative or discipline that measures statistical variances and determines 
what pieces of a process must be improved by: - Measuring the inputs, efficiency and output -
Mapping it against customer demands - Identifying improvement areas - Resetting benchmarks 
(higher)

• Six Sigma has evolved from quality improvement practices (developed in Japan and the U.S.) and 
was popularized first by Motorola and then by GE in the USA. 

• Technically, Six Sigma is a statistical representation of 3.4 defects per million opportunities. 

• Organizationally, Six Sigma represents a managerial methodology for continuous process and 
product improvement throughout an organization identified by process improvement techniques 
and measured quantitatively through process variance statistics. 

• Six Sigma is an attitude and a frame of mind, not just a methodology. 

• To be successful, 6 Sigma requires a radical change in the way an organization works 

• According to GE, customers and shareholders love it: - It drives customer centricity - Reduces costs 
- Improves product/service/systems capability and performance



Eight Steps to Six Sigma : 1. Identify strategic business objectives 
2. Identify core, key sub and enabling processes 
3. Identify process owners 
4. Identify key metrics and dashboards (KPIs- Key 
Performance Indicators) 
5. Collect data from KPIs and analyze 
6. Select process improvement criteria 
7. Prioritize process improvement projects 
8. Continual Management of Processes

GE 6 Sigma Process Improvement Methods:
1. Improved Control – DMAIC – Define, Measure, Analyze, Improve, Control 

(On average, the process is great – the issues lie with the variation) 
2. Process Redesign – DMADV – Define, Measure, Analyze, Re-Design, 

Verify (Structural problem with the process)





Quality Function Deployment (QFD) Overview
• QFD – structured approach to defining customer needs or requirements 

and translating them into specific plans to produce products to meet those 
needs 

• Summary of Customer Needs – summarize the needs in a product Planning 
(requirements) Matrix. These matrices are used to translate higher level 
“What’s or needs into lower level How’s,” product requirements or 
technical attributes to satisfy those needs QDF Matrices* –

• QDF matrices are the means and not the end. The real value in in the 
process of: - Communicating with the customer - Decision making - Multi-
functional team participation

• QFD Four Phases* - Product Planning – define customer needs and 
prioritize strong, moderate and weak, etc. - Assembly/Part Deployment 
(BOMP) - identify parts and assemblies & translate into characteristics and 
target values - Process Planning – Determine critical processes, process 
flows,  parameters - Process & Quality Control – Establish process quality, 
inspection and test methods



Kano Model & Framework Overview
Kano Model – a technique for assessing customer satisfaction by classifying product 
attributes into three classifications: threshold (basic/musts), one dimensional 
(performance/linear) and attractive (Exciters/Delighters); determining how they are 
perceived by the customer and their impact on customer satisfaction. These 
classification are useful for guiding designdecisions in that they indicate when good 
is good enough and when more is better.

Product Characteristics are classified as*:

• Threshold/Basic Attributes – Attributes which must be present in order for the 
product to be successful. This can be viewed as the “price of entry.” 

• One Dimensional Attributes (Performance/Linear) – These attributes are directly 
correlated to customer satisfaction (e.g. increased functionality will result in 
increased customer satisfaction. 

• Attractive Attributes (Exciters/Delighters) – Customers can get great satisfaction 
from a feature and may be willing to pay a premium price. These areoften
difficult to identify up front and therefore are called latent or unknown needs

Product Differentiation – can either be gained by a high level of execution of the 
Linear attributes or the inclusion of one or more “delighter”features





Kano Model & Framework Overview

• Noriaki Kan, Professor, Tokyo Rika University - Research areas: quality and customer 
satisfaction - “Voice of the customer” – Better client communications and customer 
experience is fundamental to design (interactive product design) 

• Kano Structured User Survey Methodology - Determine main customer product functions 
- Devise questionnaire into two groups for each feature - functional questions (the feature 
is present) and dysfunctional questions (the feature is not present) 

• Summarize Kano Questionnaire Answers – I like it: I expect it: I’m neutral; I can tolerate it: 
I dislike it. 

• Identify Classification of Responses - Plot Features on Kano Graph of Functional and 
Dysfunctional question responses (like, expect, etc.) based on classifications (excitement, 
linear, basic, etc.) 

• Kano Model Uses* – - Especially for widely divergent user populations - Adds market 
analysis dimension - Leverage data for targeting marketing and promotional messages





ITIL (Information Technology Infrastructure Library) 

• Owned and maintained by OGC (Office of Government Commerce – UK)
• v2 - Consists of  twelve repeatable, consistent documented processes or 
functions for improving IT Service Management and Delivery
• Focuses on the IT Operations and Infrastructure functions 
• OGC contracted with EXIN and IBEG to maintain and publish libraries and 
develop/administer the ITIL certification program for three levels of 
individual certifications for v2: -IT Foundation Certification 

-ITIL Practitioner’s Certification 
-ITIL Service Manager Certification

• Standardized approach and terminology
• Streamlines IT service management and deliver and improves quality 
(reduces costs, improves customer satisfaction and improves compliance)



ITIL

• Hal.98



Select ITIL Design Templates/Documents 
(Illustrative Example)
Incident Management Process Deliverables

• Process Roles, Responsibilities & Ownership 

• Policies 

• Process Workflow 

• Process Activities and Work Instructions 

• Templates and Report Design 

• Prioritization and Escalation Attributes and Procedures 

• Incident Closure 

• Monitoring and Control Procedures 

• Key Metrics 

• Communications Plan and Notifications







COBIT ®(Control Objectives for Information 
and Related Technology)
• Developed by the IT Governance Institute (ITGI®), COBIT 4.0 provides a control 

framework linking 34 IT processes (e.g. define a strategic IT plan; define the 
information architecture, ensure continuous service, etc.) to four (4) domains –
planning and organization; acquisition and implementation; delivery and support 
and monitoring all of which are related to specific IT resources and metrics. COBIT 
was originally released by the IT assurance and audit community and still has that 
orientation. COBIT  4.0 was released in late 2005.

• The Information Systems Audit and Control Association (ISACA®) works closely 
with ITGI and provides several individual certifications: Certified Information 
Systems Auditor™ (CISA®) and Certified Information Security Manager (CISM®).

• COBIT consists of a checklist of processes relating to IT governance. COBIT does 
not provide detailed policies, processes and procedures as to how to do the 
processes on the checklist. That is the responsibility of each organization.

• Several groups are in the process of initially aligning COBIT with other standard 
frameworks such as ISO 20000(ITIL) and ISO 17799 (Information Security). 









IT Security Framework – should consist of at 
least the following components:
• Security policy 
• Organizational security 
• Asset classification and control 
• Personnel security 
• Physical and environmental security 
• Access control 
• Business and IT continuity management 
• Compliance 
• Data and document security 
• System development and maintenance



ISO 17799* – IT Security Framework – Establishes an Enterprise 
Security Architecture (ESA) based on two key concepts –
Domains and Security Levels

• • Security Domains

There are 9 security (policy) domains which are used to develop strategy, execute plans and track progress:

Information Security Organization 

Risk Assessment and Asset Classification 

Operating and Architectural Controls 

Personnel Security 

Physical & Environmental 

Access Control 

Systems Development & Maintenance 

Monitoring Compliance 

Business Continuity 

Wireless Communications 

Security Incident Management 



ISO 17799 – IT Security Framework – Establishes an Enterprise 
Security Architecture (ESA) based on two key concepts –
Domains and Security Levels (Cont’d)

Security Levels – There are 6  security (policy) levels which are used to 
develop policies, procedures and documentation:

- Information Security Policy Statement 

- Information Security Policies 

- General IT Standards 

- Minimum Security Guidelines, Security Procedures & Security Guidelines 

- Supporting Documents, Templates & Forms 

COBIT and ISO 17799 are complementary: COBIT represents a broader 
framework to improve IT controls, while ISO 17799 tends to focuson more 
details in IT security.



ISO 17799 & ISO/IEC 27001 –Information Security

ISO 17799 – IT Security Framework – Establishes an Enterprise Security 
Architecture (ESA) based on two key concepts – 11 Domains and 6 Secur

• Security Levels – There are 6  security (policy) levels which are used to develop 
policies, procedures and documentation - Information Security Policy Statement; 
Information Security Policies; General IT Standards; Minimum Security 
Guidelines, Security Procedures & Security Guidelines; Supporting Documents, 
Templates & Forms and Security Awareness (Marketing) Material and Training.

• ISO/IEC 27001 IT Security Management Systems – The purpose of ISO/ IEC 27001 
is to help organizations establish and maintain an information security 
management system (ISMS). It is designed to be used for certification purposes.

• While ISO/ IEC 27001 lists a set of control objectives and controls, which came 
from ISO/ IEC 17799, ISO 17799 also provides implementation guidance.ISO/ IEC 
27001 is aligned with ISO 17799. Many organizations use both standards to 
develop and improve their information security management environment, 
policies, processes and controls.



IT Governance Framework IT Governance Framework

• Leadership – values, direction and performance expectations

• Strategic Planning – process for how an organization develops strategic 
objectives, investment priorities and action plan

• Customers and Market Focus – determine customer and market preferences

• Human Resource Focus – motivate and develop employees

• Process Management – develop and improve business processes

• Business Results – measure results in terms of balanced metrics such as financial, 
customers, innovation, learning and operational and process performance

Baldrige Award Criteria for Performance Excellence Framework 

Baldrige Award & Performance Excellence



The IT Services Qualification Center at CMU

• ITsqc creates capability models and qualification methods to improve 
sourcing relationships in the Internet-enabled economy

• ITsqc developed the eSourcing Capability Model for Service Providers 
(eSCM-SP) v2 for three purposes: – It helps IT- enabled sourcing service 
providers appraise and improve their ability to provide high quality sourcing 
services – it gives them a way to differentiate themselves from the 
competition – Prospective clients can evaluate service providers based on 
their eSCM-SP level of certification and practice satisfaction profile

• ITsqc developed the eSourcing Capability Model for Clients (eSCM-CL) 
which represents best practices for clients to use to manage their sourcing 
initiatives



eSCM Structure

• 84 Practices 

• Each practice has three dimensions – Sourcing Life-Cycle 

• On-going (spans entire life cycle) 

• Initiation (negotiation, agreement, deployment) 

• Delivery (delivery of service) 

• Completion (transferring responsibility back to client) – Capability 
Area – Capability Level



On-Going Life Cycle Practices (some 
examples)
• Managing and motivating personnel 

• Managing relationships 

• Measuring and reviewing performance 

• Managing information and knowledge systems 

• Identifying and controlling threats 

• Managing the technology infrastructure 

• Managing new product development and commercialization



Capability Areas 10 Logical groupings of the 
84 practices
• Knowledge Management 
• People Management 
• Performance Management 
• Relationship Management 
• Technology Management 
• Threat Management 
• Contracting 
• Service Design & Deployment 
• Service Delivery 
• Service Transfer



Capability Levels - 5

• Level 1 - Providing Services 

• Level 2 – Consistently Meeting Requirements 

• Level 3 – Managing Organizational Performance 

• Level 4 – Proactively Enhancing Value 

• Level 5 – Sustaining Excellence



Uses of eSCM

• Clients of service providers 

- Use eSCM evaluations to determine provider capabilities 

- Evaluate multiple potential providers 

- Reduce risks in sourcing relationships 

- Managing the sourcing function and life cycle

• Service providers 

- Systematically assess their existing capabilities and implement improvement 
efforts 

- Use results to set priorities for improvement efforts 

- Implement in conjunction with other quality initiatives 

- Improve their relationships with clients 

- Demonstrate their capability to clients through Certification



Certification – 1 – Organizational Certification

• Professionals trained by Carnegie Mellon from authorized organizations perform 
evaluation for certification 

- Authorized lead evaluators and evaluators on website 

- First evaluation for certification was completed 4Q04 

• Carnegie Mellon’s Certification Board reviews data 

• Board issues certificates for service providers indicating: 

- Span of organization being certified 

- Duration of certification (typically 2 years) 

- Service(s) being certified 

• Carnegie Mellon website displays list of Certified Providers

Certification 2 - Issues certification for quality and compliance

Certification 3 - Research and measurement opportunities



IAOP* – – International Association of Outsourcing Professionals International 
Association of Outsourcing Professionals – – Setting the Standard of Excellence 
Across the Profession and Ind Setting the Standard of Excellence Across the 
Profession and Industry ustry Certified Outsourcing Professional (COP) 

Program Objectives:

• Establish a common, globally-recognized standard for the experience 
and knowledge outsourcing professionals should possess. (Individuals 
are certified)

• Define the process for professionals to demonstrate they possess the 
requisite capabilities.

• Create a highly-coveted professional designation distinguishing the 
field’s leading practitioners.









Maturity 



Summary



Summary and Implications for Improving IT 
Governance
• There are a growing number of continuous process improvement frameworks and models 

• All of them focus on helping either individuals and/or organizations improve their effectiveness, 
competencies and maturity levels. 

• The selection of a particular framework or combination of frameworks is largely dependent on the 
strategic objectives, available resources of anorganization and their desired outcomes. All of the 
frameworks require the management of change and cultural transformation (see Appendix - Change 
Acceleration Framework) 

• An organization should leverage, adopt and integrate those models or parts of models that apply 
to creating a more robust and comprehensive ITgovernance roadmap 

• Clearly define the roles and responsibilities for IT governance development and ownership and 
continuous improvement 

• Use technology to enable the processes

A flexible, yet integrated IT governance framework will provide an appropriate roadmap to steer a 
more effective journey towards a higher levelof IT maturity


